Authorization for Single Instance - Access to Employee Information Resources
System administrators and supervisors shall obtain written authorization before taking actions that would allow them or another to access an employee’s information resources, read the contents of e‑mails sent or received, review the content of employee file directories or folders, or obtain access to any other password‑protected electronic system or file. Improper and unauthorized access of another person's e‑ mail, Intranet, Internet, or other IT resources, or other secure information systems, is not permitted. 

Provided, however, if there is a determination by the Associate Director for Science, CDC (the Agency Research Integrity Liaison Officer) that an immediate need for access exists related to an issue of alleged scientific misconduct, access will be deemed necessary upon his/her certification. 

This authorization permits system administrators, or others who have the ability to reset, change, alter, or otherwise breach electronic system security measures, such as password controls, to take the measures necessary to permit access to such systems, accounts, files, databases, etc., as may be deemed necessary by the undersigned.

The undersigned certify that such access is deemed appropriate and necessary in the expedient conduct of official government business due to technical, administrative, or legal reasons.

CDC/ATSDR Organization:
___________________________________________________________

Authorization Requestor:
Name:_______________________
Request Date:  __________

Type and Purpose of Access Authorized: (include user name, identification of system(s), description of materials needed, manual / automated search, controls of process, who may/must witness access, etc.): 

Chief Technology Off (CTO)
:
Name: ____________________

Signature: _______________
Date: ____________

LAN Administrator
:
Name: ______________________
Signature: ________________
Date: ____________

!st Level Supervisor:
Name: ______________________
Signature: ________________
Date: ____________

2nd Level Supervisor:
Name: ______________________
Signature: ________________
Date: ____________
Employee Acknowledgment of Access:




Name: ______________________
Signature: ________________
Date: ____________



(circle one) Pre-Access or Post-Access Acknowledgment

� The CIO Chief Technology Officer (CTO) shall maintain the record copy of each authorization for access.


� LAN administrators shall not authorize their own actions, i.e., Do Not sign if they personally will conduct the authorized entry.
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